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Executive Summary





	Bell Atlantic Internet Services (BAIS) has established security as a critical ingredient of its future architecture.  There have been several high profile news stories of hacker’s mischief with various Internet Service Providers (ISPs).  BAIS does not want this kind of publicity.


	This research paper defines a risk assessment process that will be used to define the information systems security requirements for the proposed BAIS architecture.  In addition to defining the architecture, this process identifies several alternatives for satisfying those requirements and provides recommended information systems security measures to mitigate the identified risks.


	This process begins by defining the information systems security requirements.  To accomplish this, a generic set of information systems security requirements are developed.  Following this the system specific information systems security requirements are identified.  Once the requirements are defined, the systems threats and vulnerabilities are discussed.


	This activity begins will an overview of general information systems security threats and vulnerabilities.  From this generic set, systems specific threats and vulnerabilities are defined.  These threats and vulnerabilities describe the possible attacks and weaknesses of the proposed system.


	The final activity defines potential information systems security countermeasures.  The initial phase of this activity begins with a discussion of general security countermeasures.  From this discussion, specific countermeasures are identified that satisfy the security requirements that mitigate the threats identified earlier in the process.


Risk Assessment Background:


Risk assessment is an initial process in establishing a comprehensive information systems security program.  The first step in any risk assessment is to identify the information systems security requirements.  Once the information systems security requirements have been identified, an analysis to identify the systems vulnerabilities and threats is performed.  Until the threats and vulnerabilities have been identified, no information systems security mechanisms (countermeasures) can be identified to satisfy the information systems security requirements.  A risk assessment accomplishes the following:





Defines/refines the information systems security requirements.


Identify/refine the vulnerabilities that can be exploited by a threat


Identify/refine the threats that are capable of exploiting the vulnerabilities.


Identify/refine the countermeasures that mitigate the possibility that an identified threat can exploit an identified vulnerability.





Generic information systems security requirements:





The first step in any risk assessment is the identification of the information system security requirements.  Below is a list of generic information systems security requirements with a brief description (Stallings, 5).





Privacy:	Information is only accessible to those authorized to view.  Privacy assures that sensitive information is not disclosed to anyone unauthorized to view the information.  


Authentication:	Requires that the origin of a message be correctly identified, with an assurance that the identity is not false. 


Integrity:	Any unauthorized modification of system resources is identifiable. 


Access control:	Access to information resources is controlled by or for the system..


Non-repudiation:	Neither the sender nor the receiver of a message can be able to deny the transmission of the message.


Availability:	Computer system assets are available to authorized parties when needed.





System specific information systems security requirements:





	The next step in the process determines which of the generic requirements above applies to the proposed system.  This task involves an analysis of the proposed systems functional requirements.  Once the functional requirements are identified the security analyst determines the specific information systems security requirements based on the generic list above.


Now that the proposed system’s information system security requirements have been identified, the next step in the risk assessment process is the identification of the systems vulnerabilities, threats, and countermeasures.


Vulnerabilities:





The next phase of a risk assessment identifies the system vulnerabilities.  Vulnerabilities are mechanisms that may allow unauthorized access or excessive authorized access to a system.  Below is a list of the seven broad categories of vulnerabilities with a brief description of each.





Physical Vulnerabilities:	The physical security of the building and computer/communications equipment is a potential vulnerability.  If someone is able to gain physical access to the computer or communications equipment, then they have to opportunity to perform all the functions of the system


Natural Vulnerabilities:	Computers/communication equipment is vulnerable to natural disasters and to environmental threats.  Disasters such as fire, flood, earthquakes, lightning, and power loss can wreck your computer and destroy your data.


Software Vulnerabilities:	 The software used in any system may introduce security vulnerabilities because of untested features, programming flaws, structural problems with the software that cause system vulnerabilities.  


Communications Vulnerabilities:	 The ability to access the communications circuits may allow for someone to read, monitor, alter, or create messages.  


Human Vulnerabilities:	The people who administer and use your computer system represent the greatest vulnerability of all.  The security of your entire system is often in the hands of a system administrator.  If that administrator is not trained, or decides to take to a life of crime, your system is in grave peril.  Ordinary computer users, operators, and other people on your staff can also be bribed or coerced into giving away passwords, opening doors, or otherwise jeopardizing security in your system.


Media Vulnerabilities:	Disk packs, tape reels, and printouts can be stolen, or can be damaged.





System specific vulnerabilities





	The next phase in the risk assessment process defines the proposed system’s vulnerabilities based on an analysis of the proposed systems architecture and the generic list of vulnerabilities.





Threats:





The next phase in a risk assessment is the identification of the threats that can exploit the vulnerabilities listed above.  Prior to any discussion of threats, one must understand the various security attacks that can be used by the threats to exploit the proposed system’s vulnerabilities.  Below is a brief list along with a discussion of security attacks (Stallings, 7).





Interruption:	An asset of the system is destroyed or becomes unavailable or unusable.  This is an attack on availability.  Examples include destruction of a piece of hardware, such as a hard disk, the cutting of a communication line, or the disabling of the file management system.


Interception:	An unauthorized party or an authorized party that exceeds their authorization gains access to an asset.  This is an attack on confidentiality.  The party could be a person, a program, or a computer.  Examples include wiretapping to capture data in a network, and the illicit copying of files or programs.


Modification:	An unauthorized party or an authorized party that exceeds their authorization not only gains access to but tampers with an asset.  This is an attack on integrity.  Examples include changing values in a data files, altering a program so that it performs differently, and modifying the content of messages being transmitted in a network.


Fabrication:	An unauthorized party or an authorized party that exceeds their authorization inserts counterfeit objects into the system.  This is an attack on authenticity.  Examples include the insertion of spurious messages in a network or the addition of records to a file or database.





Below is a list of some generic threats that can use the security attacks above to exploit the vulnerabilities listed previously.  It is important to note that this is an incomplete list and to develop an exhaustive list would not be cost effective.  This list is provide to stimulate thought and discussion of security issues.





Disgruntled employees:	This may be an unauthorized former user or an authorized user who exceed authorization to attack the proposed system.  This could be a current or former employee.  A former employee may have established a back door into the system that allows unauthorized access.


Dishonest employees:	This situation occurs when an authorized employee uses their authorization or exceeds their authorization to abuse the system.


Environmental hazards:	This includes floods, fires, power failures, humidity or other acts of god.


Hackers:	Although statistically hackers account for only a small percentage of information system security incidents, they are a real threat.  


Terrorists:	It has been stated that terrorists can now cause more damage with a keyboard than a bomb.  It is also believed that several terrorists and militia groups are actively pursuing cyber-terrorism as an attack mode.





System specific threats:





	In this phase of the risk assessment process, the system specific threats are identified as well as the initiators of the attack.  This is accomplished by analyzing the proposed system’s functional description, technical architecture, and the above lists.


Countermeasures:





The final phase of a risk assessment identifies the countermeasures that minimize the possibility of an identified threat employing a security attack to exploit an identified security vulnerability to compromise the proposed system.  The following is a list commonly used security countermeasures along with a description of each countermeasure.





Message authentication:	Message authentication is a method to prove to the computer system the identity of the sender of a message.  Message authentication can be provide in the following ways:





X.400 based message system


Asymmetric Key Encryption.





Access Control:	Access controls are methods to restrict access to system resources.  There are two primary techniques used for access control.





Discretionary Access Control	-	With discretionary access controls the user is responsible for establishing and configuring the access control for their system resources.  The problem with this is that users often do not completely understand how to protect their resources.


Mandatory Access Control	-	With mandatory access controls the system enforces the implementation of access control.  The system’s administrator must establish the security policies within the system for the system to properly enforce mandatory access control.  The problem with mandatory access control is if the system’s administrator does not correctly implement the security policies.





Disaster Recovery:	Is the process of planning and preparing for various natural and environmental disasters.  This countermeasure is critical in satisfying the a system’s availability requirement.  There are two primary methods for disaster recovery.





Backups	-	In this method routine backups of the systems data and software are made.  In the event of a disaster, the systems are restored from the backups.  This method will not work if the computer systems (hardware) are destroyed in the disaster as well as the data and software.


Ready hot site	-	In this method a ready hot site is set up to handle any disaster that disables the primary computer site.  This ready hot site is configured exactly like the primary computer site (i.e. the same hardware, software, and data).  When a disaster strikes, the computer operations switches to the ready hot site and continues.  It is critical that the ready hot site be physically distant from the primary computer site.  It should ideally be located in another part of the country.  The problem with this method is obviously the cost associated with a duplicated site whose primary mission is spare capacity.   But for certain critical applications, a ready hot site is the only solution to a disaster.





Training:	One of the primary sources of information system security problems is inadequately trained users.  Data entry errors, deleting files, and disclosing sensitive information are all examples of how untrained users can compromise a systems security.   Thus user training is one of the most effective and least costly methods to improve information systems security.





Encryption:	Is a process that takes plain text information and uses various algorithms to rearrange and disguise the information into cipher text.  The use of encryption is most often associated with satisfying the privacy requirement.  There are two common approaches to encryption.





Symmetric Key	-	In symmetric key encryption, both the encryption and decryption process uses the same common key.  For example, suppose John and Mary wanted to pass encrypted messages using symmetric key encryption.  John and Mary would first choose what common key to use for the encryption and decryption process.  Once the common key was determined either Mary and John could pass private messages back and forth.  Now suppose John and Jim wants to also pass encrypted messages using symmetric key encryption.  A different common key must be determined between John and Jim.  Once this new common key has been established, John and Jim can pass private messages back and forth.  One of the problems with symmetric key encryption is that for every pair of communicators, wishing to communicated privately, there must be a unique common key.  This makes key management a real issue.  Another issues with symmetric key encryption is the fact that the strength of symmetric key encryption is dependent on the secrecy of the common key.  Thus symmetric key encryption is often referred to as secret key encryption.  If an unauthorized individual knew a secret key, that unauthorized user could intercept and decrypt every message between the communicators using the compromised common key.


Asymmetric Key	-	In asymmetric key encryption, both the encryption and decryption process uses a different, but mathematically related key.  One key is called the public key, and the other key is called the private key.  For example, suppose John and Mary wanted to pass encrypted messages using asymmetric key encryption.  John and Mary would each go to a third party who would issue John and Mary each a public and private key.  Once John and Mary had their public and private keys, they are ready to communicate.  To communicate, John would send Mary his public key while maintaining his private key.  Mary would reciprocate by providing John Mary’s public key while maintaining her private key.  Now John possesses his private key as well as Mary’s public key.  In addition, Mary has her private key as well as John’s public key.  Once John and Mary have exchanged public keys, they are ready to encrypt and decrypt each other's message.  To send Mary a private message, John would encrypt the message using Mary’s public key.  When Mary received the encrypted message, Mary would decrypt the message using her private key.  This method assures privacy since only Mary possesses her private key.  Therefore only Mary could successfully decrypt the message from John.





Message Integrity:	Message integrity is the process of assuring that a message has not been altered.  Ensuring that a message has not been altered is critical in the financial industry for example.  There are three primary methods to provide message integrity.





Cryptographic Checksums	-	A cryptographic checksum, also known as a message authentication code (MAC) or digital signature, is generated by applying a mathematical computation to a variable-length message using an encryption key.  Either symmetric or asymmetric encryption can be used to generate a cryptographic checksum.  The MAC is a fixed-length authenticator.  For example, John wants to send Mary a message and ensure Mary of the integrity of the message.  After John completes the message, John appends a cryptographic checksum to the end of a message using an encryption key.  When Mary receives the message, she uses an encryption key to generate the MAC.  If the MAC Mary generates is identical to the MAC John generated, then the message’s integrity has been assured (Stallings, 171).


Hash Functions	-	An alternate method to ensure message integrity is the use of a hash function.  The use of a hash function is very similar to the use of a cryptographic checksum.  A hash value is generated by applying a mathematical computation to a variable-length message.  The hash value is fixed-length.  For example, John wants to send Mary a message and ensure Mary of the integrity of the message.  After John completes the message, John appends a hash value to the end of the message us a hash function.  When Mary receives the message, she also generates a hash value using the hash function.  If the two hash values match, the message’s integrity is assured.  The key difference between a hash function and a cryptographic checksum is that a cryptographic checksum uses an encryption method with a common shared key, while a hash function has no key (Stallings, 174).


Cyclical Redundancy Check (CRC)	-	This is a specific type of hash function.  This is used to insure message integrity in the TCP.





	Now that we have generic countermeasures, which of these countermeasures would minimize the probability that an identified threat could use a defined security attack to exploit an identified security vulnerability thus satisfy the proposed system’s security requirements.  To facilitate this discussion,  for each of the defined system security requirements, a list of countermeasures will be developed that can satisfy the system security requirement.


Conclusion:


	The risk assessment process defined in this document will be used to perform the information systems security risk assessment function for the BIAS capstone project.  This project defines the information systems security requirements, identifies the information systems security threats, vulnerabilities, and countermeasure.  This process uses well established generic sets of threats, vulnerabilities, and countermeasures as the baseline for discussion of the system specific threats, vulnerabilities, and countermeasures.
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