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Introduction
The UMUC mission directly refers to part-time working students and to the offering of all its operations online, which implies that distance education (DE) students should have the same learning opportunities and be evaluated against the same benchmarks as F2F (face-to-face) students. 

UMUC Graduate School students enrolled in technology programs are for the most part working in IT positions, and in many cases enroll in UMUC programs to consolidate the knowledge that they have acquired through practice in the workplace, and also to broaden their competencies in other technologies in order to make themselves flexible and adaptable to a highly competitive market. 

Any student or faculty in the IT field knows the need for laboratory and hands-on experience. Students have to learn not only the theories and foundations of different IT fields, but must also acquire practical skills that they can immediately use in the work environment, such as network configuration and design, database operation and design, software development, programming, data analysis, etc. The understanding that this practical experience is of major importance has led the ITS (Information and Telecommunication Studies) department to pioneer a set of new initiatives in laboratory offerings as part of its master degree programs and certificates. 

Most of the current laboratory initiatives are made according to a “Lone-Ranger” model, that despite the originality, usually are not planned institutionally enough to encompass the university’s mission and to foresee the growth that the department will probably go through. Thus, we envision that in the near future we will be facing obstacles related to the scalability (greater number of students enrolling in such courses), fidelity (the lack of sophistication that allows these laboratories to mimic work situations in the real-world) and consistency (laboratories that do not compliant with same standards envisioned by the institution). 

The idea that pervades this proposal is that of discussing the current initiatives, identifying lessons learned and exploring distinct alternatives, and discussing the possibility of a common framework for future laboratories. In order to do this, we initially discuss the current state of the existing laboratories, identify their limitations, explore a vision of laboratory framework and propose steps to build this vision.

Current State of ITS Laboratories

ITS program tracks offer a variety of formal and informal laboratory capabilities to both F2F and DE students. The approach to offering these capabilities varies from track to track; a sample of laboratory capabilities offered by some ITS tracks is shown below.

	Program Track
	Laboratory Capabilities

	Database System Technologies
	Oracle database engine installed on UMUC server for remote access by students.

	Telecommunications Management
	HW network laboratory, used for F2F classes, or remotely accessed by DE classes.

	Information Technology
	Small laboratory exercises used for WebTycho conference discussions; usually implemented with public domain or free compilers, analytical tools, etc.

	Software Development Management
	COTS software engineering tools, e.g., Rationale tool suite.


ITS laboratories such as these provide a valuable enhancement to their respective program tracks, but have some significant limitations, e.g.,

· Having been developed individually, the laboratories lack a consistent ‘look and feel’ for student and faculty users.

· Some of the laboratories are built around very limited hardware and/or software resources, and therefore are not available to students on a 24x7 basis, and cannot provide an asynchronous environment comparable to that provided by WebTycho.

· Some ITS laboratories are not readily scalable to satisfy anticipated student loads.

· Operation and maintenance (O&M) costs can be significant.

· Backup support is generally not available either for students (e.g., a help desk) or for Program Directors (only a few faculty are familiar with the laboratory capabilities in a given track).
The existing ITS laboratories, or laboratory-like capabilities used in some courses, have repeatedly proven their usefulness as teaching instruments; however, they are falling short of their pedagogical potential. The limitations listed above can be alleviated through a unified approach to ITS laboratory development.
Future Laboratory Vision
The first goal with building a common framework for ITS laboratories should be that of enhancing the current labs, since they are already a successful experience that should continue to be this way in the future, despite the changes in student numbers. This initial goal should focus on creating a platform with greater scalability, dynamism (easiness of upgrades and changes) and availability. 

As a second goal, we envision the expansion of use of laboratories for other programs in the department, including Information Assurance (IA), Information Resource Management and Applied Computer Systems. As an example, IA will need laboratories for several of its courses, such cryptography and network security. In the case of the IRM track, for example, a laboratory that could simulate real-life situations for risk assessment, where students could play specific roles, could enhance the program. For the Applied Computer Systems track, several other laboratories would enrich the existing courses, including programming, knowledge management, distributed computing and computer architectures. Some of these additions would in fact be useful for distinct courses across more than one program. 

Some of the desirable attributes/features of future labs are:

· Scalability - The number of students should be able to increase without affecting the performance of the laboratory for current users. 

· Availability - New users should be able to access the laboratory with the same 24/7 level of availability as current WebTycho users. 

· Easiness of upgrade - With the dynamic and rapid changes in technology, a laboratory for educational purposes should be able to offer students the same state-of-the-art tools used in the industry. Thus, laboratories should be easy to upgrade and change, so content taught through labs continues to be relevant.

· Non-vendor specific - Students should be able to leave their courses with the feeling that they have learned the important concepts of the technology as a whole, and not simply the details of vendor-specific tools and equipment. This will create the necessary flexibility that workers in the high-technical fields need.

· Capability of supporting sophisticated experiments - Experiments conducted inside these labs must allow students to do analysis, synthesis, and evaluation of information. They are supposed to go beyond the training level, since they are meant for advanced studies in the technical field. Thus, experiments should be sophisticated enough to require critical thinking from students, and allow errors, so students can learn from unsuccessful trials.

· Teamwork capability - The future laboratories should allow cooperative work. Students that are apart, throughout the globe, should be able to work together to get experiments done, just as many of them will have to in their multinational companies. 

· Asynchronous capability - Anywhere - anytime is still the hallmark of DE. Thus, laboratories for such an environment should maintain this same standard and provide services that can be done asynchronously, at any time from anywhere in the globe.

These features are all main attributes of the so-called virtual lab. A virtual lab should deliver the full capability of a sophisticated real lab, without incurring the physical existence of such a lab. A Virtual Laboratory is thus an interactive environment for creating and conducting simulated experiments. Students will interact with the same kind of software interface as if they were in a real lab, however, what happens behind the scene is completely accomplished in software. Thus, the ability to mimic a greater set of more complex situations is infinite.

Approach for Achieving Future Vision
Building an ITS Virtual Laboratory (ITSVL) will require a concerted, focused effort over a period of several years, as well as funding sources. An approach for developing an ITSVL involves three initial steps: i) establishing a common vision of the basic framework, or structure, of a future ITSVL, ii) articulating and resolving the issues that must be addressed prior to proceeding with the effort, and iii) formulating a top-level ITSVL architecture that satisfies both the framework and the issues as they are currently perceived. The following paragraphs address these three steps.

A Framework for the ITSVL

A future ITSVL needs to be constructed in a manner that satisfies the laboratory requirements of the diverse set of ITS program tracks, viz., Database System Technologies, Information Assurance, Information Resources Management, Applied Computer Systems, Software Development Management, Information Technology, and Telecommunications Management. As described previously, many of these program tracks have developed laboratory components. These laboratory components have been built using various approaches, e.g., the Database System Technologies laboratory is implemented using an Oracle database engine resident on a UMUC server, whereas the Telecommunications Management track has built a sophisticated network laboratory implemented in hardware and accessible by both F2F and on-line students. A method of pulling these various components together under a common framework would benefit both ITS faculty and students.

A framework for a future ITSVL development should:

· Provide methods or templates for assuring a consistent look and feel for the user (student and faculty) interfaces to each laboratory component,

· Provide a consistent approach to negotiating vendor licenses,

· Establish a single, simple mechanism for distributing laboratory components and related materials to students and faculty,

· Encourage and facilitate a rigorous and consistent laboratory component development methodology,

· Adhere to a system architecture that is scalable while minimizing the load on UMUC networks and servers,

· Promote intensive ITS faculty involvement in the design process,

· Result in a consistent laboratory view for F2F and on-line students, and

· Maximize the use of existing ITS laboratory materials.

Resolving a number of issues relevant to the development of an ITSVL is a prerequisite to the establishment of such a framework. Some of these issues are described below. 
Issues to be Considered

Prior to proceeding with the development of an ITS Virtual Laboratory (ITSVL), there are a number of questions and potential issues to be resolved. These are described in the paragraphs below, along with some first attempts at resolution.

· Laboratory Development – Make vs. Contract vs. Buy: Regardless of the final architecture of the ITSVL, a significant amount of software will be required to provide the required laboratory functionality. There are three options for developing the requisite software: build the software in-house (in a manner similar to the current WebTycho development approach); contract the development out to one or more software development houses; or buy commercial off-the-shelf (COTS) products. None of these approaches, used alone, is likely to produce an optimal product. In-house development would be handicapped by the lack of software developers with the proper background and experience with developing large, reliable systems. Outside contractors would not necessary know the applicable ITS pedagogical philosophy, and may be prohibitively costly. The third option, the use of COTS, may be hampered by the lack of COTS products with the right functionality, and, in any case, COTS products would need to be integrated into a coherent package. With these considerations in mind, a reasonable approach appears to combine maximum use of COTS products, using a small cadre of development contractors working in-house with ITS program directors and faculty to design the interfaces and integrate the components.
· Intellectual Property Ownership: A major goal of an ITSVL is to emulate for UMUC DE students the “look and feel” of actual commercial hardware and/or software products, e.g., a network simulation laboratory might try to replicate the behavior of commercial products such as Cisco routers. Building a laboratory using software emulation may violate the intellectual property rights of the products’ developers. Potential solutions or workarounds for this problem include negotiating rights with the product developers, using the actual products rather than building emulators (at the expense of scalability), or using third-party products with existing negotiated rights.
· Development Cost: Some ITSVL components (e.g., the information assurance and networking components) may be constructed using actual hardware (such as routers and switches) or through software emulation. Analysis of the relative cost of various approaches will require careful consideration of each cost component: hardware procurement, annual maintenance, administration support, warranty, license fees, etc. Some of these costs will be one-time, while others costs will be recurring. A rigorous cost analysis will consider the total cost of alternative approaches over the entire life cycle of the lab component. 
· Change Management: A significant amount of ITS laboratory course material has already been developed, and it is to be expected that there may be some reluctance to creating a department-wide ITSVL. This potential issue can be resolved by emphasizing the value-added attributes of an ITSVL, and encouraging active participation of program directors and faculty.
· ITSVL Software Distribution: There are several ways that TSVL software could be distributed, e.g., using a client (Internet browser)/server architecture, with processing on UMUC servers; using a client (Internet browser)/server architecture, using downloaded applets (similar to WebTycho); or by distributing the ITSVL software either by compact disc (CD) or via an Internet download (one time, at the beginning of a semester). The third option is probably optimal in terms of simplifying the software-development effort, and as a means of minimizing the load on UMUC servers and networks
· Cost Recovery: The upfront cost of ITSVL development will be considerable, and will be a function of the number of laboratory modules developed, and the development method. In addition to the development costs, there will be recurring operation and maintenance (O&M) costs, possibly including per-seat license fees if COTS products are used. A laboratory fee, proportional to the number of laboratory modules accessible to a student, is a reasonable way to recover these costs. The laboratory fee could be structured to amortize development, media, distribution, and O&M costs. Also, grants and vendor donations could be used to offset development costs.
An Initial Top-Level ITSVL Architecture

A top-level view of a possible ITSVL architecture is shown in Fig. 1.  In this view, the ITSVL software is contained on a compact disc (CD) that is distributed by UMUC’s virtual bookstore, MBS Direct. Each student’s ITSVL CD will contain a unique serial number associated with the student’s ID. When activated, the ITSVL software will contact the ITSVL server with an encrypted version of the serial number, and the server will respond with one or more tokens to activate the laboratories for which the student is enrolled, e.g., the software engineering laboratory and the information assurance laboratory. The student will then be presented with a menu selection of ITS laboratories, much like WebTycho presents the user with a selection of classrooms.

After selecting a laboratory, the ITSVL software will either activate emulation modules resident on the student’s PC, or connect with laboratory modules resident on UMUC servers. As an example, the ITS database laboratory may establish a connection to an Oracle database engine on a UMUC server (perhaps Nova). Information assurance (IA) modules, on the other hand, might be implemented as emulators resident on the student’s machine. 

As an example of a particular laboratory module, the IA module (the Virtual Network Systems and Security Laboratory, or VNSSL) shown in Figure 2 illustrates the use of emulation in the ITSVL environment. In this example, all of the components, with the exception of the VNSSL database, are resident on the student’s machine. The VNSSL database contains the history of student sessions, including previous virtual network configurations, and provides a mechanism for submitting lab assignments. Other parts of the module include the Session Manager, which controls the interactions between the student and the emulator; the NW State Machine, which describes the current state of the virtual network being emulated; various hardware (HW) emulators, which model specific network components (routers, switches, etc.); a Traffic Generator, which emulates network traffic, including events such as intrusion attempts; and a Network Performance Analyzer which evaluates the actual versus desired network connectivity and behavior. It should be noted that the approach used in this example is designed for maximum scalability, flexibility, minimal UMUC network and server load, and to provide an asynchronous, safe environment for student experimentation.

Next Steps

The development of ITSVL capabilities is presently at a critical juncture. The following steps are suggested as a way of facilitating future development of these capabilities:

· Get consensus/buy-in on a common future vision:  form a small ITS committee to further develop the ITSVL concept, then develop and present a briefing to ITS Program Directors that outlines the proposed approach.

· Develop and analyze alternative approaches: Alternative approaches implementing an ITSVL should be developed and articulated.

· Survey available COTS products: Many commercial products exist that may satisfy ITSVL requirements. These products should be examined to determine their functionality, cost, and applicability to ITS laboratory needs. 
· Work with UMUC marketing to estimate future ITS course enrollments: Accurate projections of future ITS enrollments are needed to formulate an ITSVL cost recovery strategy.
· Develop a pilot lab: The objective of a pilot laboratory would be to demonstrate the main attributes of the ITVSL framework, such as a consistent user interface, ease of scalability, and software distribute method.

Explore funding alternatives: Grants (e.g., NSF, NSA, state, etc), vendor support, and cost sharing with potential software developers will reduce the costs that must be passed on to the students using the virtual laboratories.

· Figure 1. ITSVL Top-Level Architecture


Figure 2: Virtual Network System and Security Laboratory (VNSSL) Component Functional Architecture
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